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Number of Years to Reach 50 Million Users

INTERNET 4 years

TELEVISION . 13years . = =

COMPUTERS - 16 years.

RADIO

‘Source : Cisco 1998




B2B and Shipping

FromAtoZ

bolero.net
tradecard.com

Specialized services

bunkerworld.com
Ir.org
gocargo.com
oocl.com

“Charles Darwin”
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E-link or Sink!

Uncitral

The model law on electronic commerce
(1996)

the concept of “functional equivalent”




Uncitral

Art. 6 writing i.e. accessible so as to be
usable for subsequent reference

Art. 7 signature i.e. identifies the source
and confirms the approval of the .
information

Art. 8 original i.e. integrity - it is complete
and has not been altered

Art. 9 admissibility in evidence - reliability of
the system

Uncitral

Part two: carriage of goods
Art. 16 and 17

follows in the steps of the CMI Rules on
Electronic b/l




Uncitral

Draft Uniform Rules on Electronic
Signatures

Status

European Union

Directive on Electronic Commerce
Directive on Digital Signatures
Creation of EESSI

fe



Argentina
Australia
Columbia
Germany
Italy
Japan

National [nitiatives

Russia
Singapore
South Korea
UK.

u.s.

Personal Information Protection and
Electronic Documents Act (C-6 alias C.54)

Part 1

Collection, use and disclosure of personal
information in the private sector

Part 2

Electronic alternatives to paper

Part 3

Amendments to the Canada Evidence Act




Personal Information

All organizations federally regulated

All organizations in the course of
commercial activities conducted in more
than one province

The right of the Governor in Council to
provide for exemption where there is
legislation in a province substantially
similar to the Act

Electronic Documents

Purpose

To provide for the use of electronic
alternatives where federal laws
contemplate the use of paper to record or
communicate information or transaction

Laws involving the government

Laws involving communications between
private citizens




The Government

S. 33. “whenever the law does not specify
the manner of doing so.”

The governmental authorities may opt for
electronic method of creating, collecting,
storing, publishing or otherwise dealing
with documents or information

The Government

For a number of other situations, the Act
gives the responsible authority the power to
make regulations providing for electronic
alternatives

e.g. s. 34 (payment)
e.g. s. 35 (form to be filed)




The Government

S. 37 — Retention of Electronic Documents

Format preserves the integrity of the
information

The information is readable or perceivable
Where applicable, the information
identifying the origin and destination of the
document and the date and time of its
transmission, is retained

PART 2 introduces the concepts of
“electronic signature” and “secure
electronic signature”

definitions s. 31(1) and s. 48

9



Password with or without PIN
Smart card

Digitized signature

Biometric identification

Digital signature

“Secured Electronic Signature”

Section 48

The signature which results from the use of the
technology or process is unique to the person;

The use of the technology or process by which the
signature is connected to the document is under
the sole control of the person;

The technology or process can be used to identify
the person using it; and

The signature can be linked to the document in
such a way that it can be determined whether the
document was altered thereafter.

10



John sends a message to Mary

John's document digest of John’s

document
decrypted

encrypted document
or not encrypted

John’s private key John' public key

If John’s digest = Mary’s digest, then integrity of message is confirmed

Fundamental Concepts

Private key known only to the owner
Public key easily available
Public key certified to belong to the user

11



PUBLIC KEY INFRASTRUCTURE

(PK!)

trusted
third party

Certification authority issues a certificate

Communications Between Private Parties

S.40 Freedom to use electronic
alternatives if

the federal law is listed in Schedule 2 or 3

of the Act (not yet prepared)
the parties consented

the electronic document will be under the

control of the person to whom it is

provided, it is readable so as to be usable

for subsequent reference.
BUT...




Communications Between Private Parties

BUT...

In all cases listed in s. 41 to s. 47, the
parties must also comply with the
regulations to be usable

AND...

Communications Between Private Parties

AND...

8. 42 original

- 8. 44 under oath
s. 45 declaration or certificate
s. 46 signature to be witnessed

also require the use of one or more secure
electronic signatures
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The Canada Evidence Act

The Queen’s printer goes “electronic”
amendments to s. 19-20(c) — 21 (b) (c) - 22

New definitions are added in s. 31.8.

data that is recorded or stored on any
medium in or by a computer system or
other similar device that can be read or
perceived by a person or a computer
system or other sirnilar device. It includes
a display, printout or other output of that
data.

14



The Best Evidence Rule s. 31.2

Integrity of the system, or

Presumption from use of secure
electronic signature

Printout

Integrity of the System

Burden of proof
Presumption s. 31.3
Proof by affidavit




The Next Step
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Short title

Definitions

“alternative format”

« support de substitution »
“commercial activi

« activité commerciale »
“*Commission er”

« commissaire »

“*Court"
«Cour »

““federal work, undertaking or
business”
« entreprises fédérales »

orgamm—
tion™
« organisa-
fion »
“personal information’

« renseigne-
ment personnel »

“record”
« docu-
ment »

Notes in Schedule 1

2nd Session, 36th Parliament,
48 Elizabeth IL, 1999

The House of Commmons of Canada

BILL C-6

An Act to support and promote electronic commerce by protecting personal information that is collected, used or
disclosed in certain circumstances, by providing for the use of electronic means to communicate of record information
or transactions and by amending the Canada Evidence Act, the Statutory Instruments Act and the Statute Revision Act

Her Majesty, by and with the advice and consent of the Senate and House of Commons of Canada,
enacts as follows:

SHORT TITLE

1. This Act may be cited as the Personal Information Protection and Electronic Documents Act .

PART 1

2. (1) The definitions in this subsection apply in this Part.

““alternative format”, with respect to personal information, means a format that allows a person with a sensory
disability to read or listen to the personal information.

““commercial activity” means any particular transaction, act or conduct or any regular course of conduct that is of a
cormnmercial character, including the selling, bartering or leasing of donor, membership or other fundraising lists.

“*Commissioner” means the Privacy Commissioner appointed under section 53 of the Privacy Act .
“Court” means the Federal Court-Trial Division.

“*federal work, undentaking or business” means any work, undertaking or business fhat is within the legislative
authority of Parliament. It includes

(a ) a work, undertaking or business that is operated or carried on for or in connection with
navigation and shipping, whether inland or maritime, including the operation of ships and
transportation by ship anywhere in Canada;

(b ) arailway, canal, telegraph or other work or undertaking that connects a province with another
province, or that extends beyond the limits of a province;

{c )aline of ships that connects a province with another province, or that extends beyond the limits
of aprovince;

{d ) aferrybetween a province and another province or between a province and a country other than
Canada;

(e ) aerodromes, aircraft or a line of air transportation;
{f ) aradio broadcasting station;
{g Yabank;

(1 ) a work that, although wholly situated within a province, is before or after its execution declared
by Parliament to be for the general advantage of Canada or for the advantage of two or more
provinces;

(i )a work, undentaking or business outside the exclusive legislative authority of the legislatures of
the provinces; and

{j ) awork, undertaking or business to which federal laws, within the meaning of section 2 of the
Oceans Act , apply under section 20 of that Act and any regulations made under paragraph 26(1(k )
of that Act.

“organization” includes an association, a partnership, a person and a frade union.

1 information™ means infonmation about an identifiable individual, but does not include the name, title or
business address or telephone numnber of an employee of an organization.

““record” inc any cor fence, memorandum, book, plan, map, drawing, diagram, pictorial or graphic work,
photograph, film, microform, “sound recordmg,. videotape, machine-readable record and any other documentary
malcnal regardless of pliysical form or characteristics, and any copy of any of those things.

(2) In this Part, a reference to clause 4.3 or 4.9 of Schedule I does not include a reference to the note that accompanies
that clause.

Pargase

Page



tication

Limit

Other Acts

Compliance with obligations
Meaning of ~should”
Appropriate purposes

Effect of designation of individual

Collection without knowledge or
consent

Use without knowledge or consent

Disclosure without knowledge or
consent
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3. The purpose of this Part is to establish, in an era in which techinology increasingly facilitates the circulation and
exchange of information, rules to govern the collection, use and disclosure of personal information in a manner that
recognizes the right of privacy of individuals with respect to their personal information and the need of organizations to
collect, use or disclase personal information for purposes that a reasanable person would consider appropriate in the
circumstances.

fieans

4. (1) This Part applies to every organization in respect of personal information that
{a ) the organization collects, uses or disclases in the course of commercial activities; or

(b }is about an employee of the organization and that the organization collects, uses or discloses i connection
with the operation of a federal work, undertaking or business.

(2) This Part does not apply to
{a ) any government institution to which the Privacy Act  applies;

{6 ) any individual in respect of personal information that the individual collects, uses or discloses for
personal or domestic purposes and does not collect, use or disclose for any other purpose; or
(¢ ) any organization in respect of personal information that the organization collects, uses or discloses for
journalistic, artistic or literary purposes and does not collect, use or disclose for any other purpose.

(3) Every provision of this Part applies despite any provision, enacted after this subsection comes into force, of any

gther Act of Parliament, unless the other Act expressly declares that that provision operates despite the provision of this
art,

DIVISION i

§. (1) Subject to sections 6 to 9, every organization shall comply with the obligations set out in Schedule 1.
{2) The word “should”, when used in Schedule 1, indicates a recommendation and does not impose an obligation.

{3) An organization may collect, use or disclose personal information anly for purposes that a reasonable person would
consider are appropriate in the circumstances.

6. The designation of an individual under clause 4.1 of Schedule 1 does not relieve the organization of the obligation
to comply with the obligations set out in that Schedule.

7. (1) For the purpose of clause 4.3 of Schedule I, and despite the note that acconapanies that clause, an organization
may collect personal information without the knowledge or consent of the individual only if

{a ) the collection is clearly in the interests of the individual and consent cannot be obtained in a timely way,;

(b )it is reasonable to expect that the collection with the knowledge or consent of the individual would
compromise the availability or the accuracy of the information and the collection is reasonable for purposes
related to investigating a breach of an agreement or a contravention of the laws of Canada or a province; or

(¢ ) the collection is solely for journalistic, artistic or literary purposes; or
(d }the information is publicly available and is specified by the regulations.

(2) For the purpose of clause 4.3 of Schedule 1, and despite the note that accompanies that clause, an organization
may, without the knowledge or consent of the individual, use personal information only if

{(a ) in the course of its activities, the organization becomes aware of information that it has reasonable
grounds 1o believe could be useful in the investigation of a contravention of the laws of Canada, a province or
a foreign jurisdiction that has been, is being or is about to be committed, and the information is used for the

purpose of investigating that contr H
{b )it isused for the purpose of acting in respect of an emergency that threatens the life, health or security of
an individual;

{c )itis used for statistical, or scholarly study or research, purposes that cannot be achieved without using the
information, the information is used in a manner that will ensure its confidentiality, it is impracticable to obtain
consent and the organization informs the Commissioner of the use before the information 1s used;

(c .1} it is publicly available and is specified by the regulations; or
{d }it was collected under paragraph (1a )or{b ).

(3) For the purpose of clause 4.3 of Schedule 1, and despite the note that accompanies that clause, an organization may
disclose personal information without the knowledge or consent of the individual only if the disclosure is

{a ) made to, in the Province of Quebec, an sdvocate or notary or, in any other province, a barrister or
solicitor who is representing the organization;

{b ) for the purpost of collecting a debt owed by the individual to the organization,;

(¢ ) required to comply with a subpoena or warrant issued or an order made by a court, person or body with
Jurisdiction to compel the production of information, or to comply with rules of court relating to the production
of records;

(¢ .1y made to a government institution or part of a government institution that has made a request for the
information, ilentified its lawful authority to obtain the information and indicated that

(i} it suspects that the information relates to national security, the defence of Canada or the conduct of
international affairs,

(id) the disclosure is requested for the purpase of enforcing any faw of Canada, a province or a foreign
jurisliction, carrying out an investigation relating to the enforcenent of any such law of gathering
intelligence for the purpose of enforcing any such law, or

(iii} the disclosure is requested for the purpose of administering any law of Canada or a province;

{d )Ymade on the initiative of the organization to an investigative body, a government institution or apart of a
governmen! nstitwtion and the organization

(i) has reasonable grounds to believe that the information relates to a breach of an agreement ora
contravention of the laws of Canada, a peovinee or a foreign jurisdiction that has been, is being or is
about to be committed, or
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Written request
Assistance

Time limit

Extension of time limit

Deemed refusal
Costs for responding

(ii) suspects that the information relates to national security, the defence of Canada or the conduct of
intemational affairs;

(e ) made to a person who needs the information because of an emergency that threatens the life, health or
security of an individual and, if the individual whom the information is about is alive, the organization informs
that individual in writing without delay of the disclosure;

(f ) for statistical, or scholarly study or research, purposes that cannot be achieved without disclosing the
information, it is impeacticable to obiain consent and the organization informs the Commissioner of the
disclosure before the information is disclosed;

{g )Ymade to an institution whase functions include the conservation of records of historic or archival
importance, and the disclosure is made for the purpose of such conservation;

(2 ) made after the earlier of
(i) one hunidred years after the record containing the information was created, and
(ii) twenty years after the death of the individual whom the information is about;
(h .1) of information that is publicly available and is specified by the regulations;

(k .2) made by an investigative body and the disclosure is reasonable for purposes related to investigating a
breach of an agreement or a contravention of the laws of Canada or a province; or

(i )required by law.

(4) Despite clause 4.5 of Schedule 1, an organization may use personal information for purposes other than those for
which it was collected in any of the circumstances set out in subsection (2)-

{5) Despite clause 4.5 of Schedule 1, an organization may disclose personal information for purposes other than those
for which it was collected in any of the circumstances set out in paragraphs (3Xa Yto (& .2).

8. (1) A request under clause 4.9 of Schedule 1 must be made in writing.

(2) An organization shall assist any individual who informs the organization that they need assistance in preparing a
request to the organization.

(3) An organization shall respond to a request with due diligence and in any case not later than thirty days after receipt
of the request. :

(4) An organization may extend the time limit
(a ) for a maximum of thirty days if
(i) meeting the time limit would unreasonably interfere with the activities of the organization, or

(ii) the time required to imdertake any consultations necessary to respond to the request would make
the time limit impracticable to meet; o

(b ) for the period that is necessary in order to be able to convert the personal information into an altemative
format.

In cither case, the organization shall, no later than thirty days after the date of the request, send a notice of exiension to
the individual, advising them of the new time limit, the reasons for extending the time limit and of their right to make a
complaint to the Commissioner in respect of the extension.

{5) If the organization fails to respond within the time limit, the organization is deemed to have refused the request.
(6) An organization may respond to an individual's request at a cost to the individual only if
{a ) the organization has informed the individual of the approximate cost; and

T R Y L LTG5 b s S o M3 0 =T A



Reasons

Retention of infonmation

When access prohibited

Linit

Information related to paragraphs 7(3)Xc ),
(c Hor(d)

Notification and response

Objection

Prohibition

When access may be refused

Limit

Notice

Sensory disability

(b ) the individual has advised the organization that the request is not being withdrawn.

(7) An organization that responds within the time limit and refuses a request shall inform the individual in
writing of the refusal, setting out the reasons and any recourse that they may have under this Part.

(8) Despite clause 4.5 of Schedule 1, an organization that has personal information that is the subject of a
request shall retain the information for as long as is necessary to allow the individual to exhaust any recourse
under this Part that they may have.

9. (1) Despite clause 4.9 of Schedule 1, an organization shall not give an individual access to personal
information if doing so would likely reveal personal information about a third party, However, if the
information about the third pacty is severable from the record containing the information about the individual, the
organization shall sever the information about the third party before giving the individual access.

(2) Subsection (1) does not apply if the third party consents to the access or the individual needs the information
because an individual's life, health or security is threatened.

(2.1) An organization shall comply with subsection (2.2) if an individual requests that the organization

{a ) inform the individual about

(i) any disclosure of information 10 a government institution or apart of a

institution under paragraph 7(3)(c ), subparagraph 7(3Xc .1Xi) or (ii) or paragraph ?(3)(4 B
or

(u) the existence of any information that the organization has relatmg to a disclosure referred to

in subgwagragl (i), to a subpoena, warrant or order referred to in paragraph 7(3)(c Jortoa
request made by a government intitution or a part of a government institution under

subparagraph 7(3)(c .1Xi) or (ii); or
(b ) give the individual access to the information referred to in subparagraph (a )X(ii).
(2.2) An organization to which subsection (2.1) applies
(a ) shall, in writing and without delay, notify the institation or part concerned of the request made by
the individual; and
(b) shall not respond to the request before the earliex of
(i) the day on which it is notified under subsection (2.3}, and
(i) thirty days after the day on which the institution or part was notified.

(2.3) Within thirty days after the day on which it is nofified under subsection (2.2), the institufion or part shall
notify the organization whether or not the instination or part ¢hjects to the organization complying with the
request. The institution ot part may object only if the institution or part is of the opinion that compliance with the
request could reasonably be expected to be injurious to

(a ) national security, the defence of Canxia or the conduct of international affairs; or

{b ) the enforcement of any law of Canada, a pravince or a foreign jurisdiction, an investigation relating
to ul;e l:nforcanmt of any such law or the gathenng of intelfigence for the purpose of enforcing any
SUc W,

(2.4) Despite clause 4.9 of Schedule 1, if an organization is notified under subsection (2.3) that the institution or
part objects to the organization corplying with the request, the organization

(a ) shall refuse the request to the extent that it relates to paragraph (2.1Xa ) or to information referred
to in subparagraph (2.1Xa Xii);

(b ) shall notify the Commissioner, in writing and without delay, of the refusal; and
(¢ ) shall not disclose to the individual

(i) any information that the organization has relating to a disclosure to a government institution
or a part of a govemment institution under paragraph 7(3Xc ), subparagraph 7(3¥c .1)(i) or
(ii} or paragraph 7(3Xd ) or to a request made by a government institution or a part of a
government institution under either of those subparagraphs,

(i) that the organization nofified an institution or part under paragraph (2.2Xa ) or the
Commissioner under paragraph (b ), or

(iii) that the institution or part objects.

{3) Despite the nofe that accompanies clause 4.9 of Schedule 1, an organization is not required to give access to
personal information only if

(a ) the information is protected by solicitorclient privilege;

(b )10 do so would reveal confidential commiercial information;

(¢ ) to do socould reasonably be expected to threaten the life or security of another individual;
(c .1} the infonmation was collected under paragraph 7(1X5 ); or

{d ) the information was generated in the course of a formal dispute resolution process.

However, in the circumstances describec in paragraph (5 ) or (c ), if giving access to the information would
reveal confidential commercial information or could reasonably be expected to threaten the life or security of
another individual, as the case may be, and that information is severable from the record containing any other
information for which access is requested, the organization shall give the individual access after severing.

(4) Subsection (3) doas not apply if the individual needs the information because an individual's life, health or
securily is threatened.

(5) If an organization decides not to give access to personal information in the circumistances set out in paragraph
(3)¥c .1), the organization shatl, in writing, so nofify the Commissioner, and shall include in the notification
any information that the Commissioner may specify.

10. An organization shall give access to personal infonnation in an alternative format 1o an individual with a
sensory disability who has a ngl:t of access to personal information under this Part and who requests that it be
transmifted in the alternative fi ¢ if

Pagar t
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Contraven-

tion

Commissioner may initiate complaint
Time limit

Notice

Powers of Commissioner

Dispute resolution mechanisms

Delegation
Rewmn of records

Certificate of delegation

Contents

Where no report

Report 1o parties

Application

Time of application

For greater certainty

Commissioner may apply or appear

(a }a version of the information alrealy exists in that format; or

(b ) its conversion into that format is reasonable and necessary in onder for the individual to be able to
exercise rights under this Part.

DIVISION 2
REMEDIES

Filing of Complaints
11, (1) An individual may file with the Commissioner a written complaint against an organization foe
contravening a provision of Division 1 or for not following a recommendation set out in Schedule 1.

{2) If the Commissioner is satisfied that there are reasonable grounds to investigate a malter under this Part, the
Commissioner may initiate a complaint in respect of the matter,

(3) A complaint that results from the refusal to grant a request under section 8 must be filed within six months,
or any longer period that the Commissioner allows, afier the refusal or after the expiry of the time limit for
responding to the request, as the case may be.

(4) The Commissioner shall give notice of a complaint to the organization against which the complaint was
made.

Investigations of Complaints
12. (1) The Commissioner shall conduct an investigation in respect of a complaint and, for that purpose, may

{a ) summon and enforce the appearance of persons before the Commissioner and compel them to give
oral or written evidence on oath and to produce any records and things that the Commissioner considers
pecessary to investigate the complaint, i the same manner and to the same extent as a superior court of
record;

(& yadminister oaths;

{c yreceive and accept any evidence and other information, whether on oath, by affidavit or otherwise,
that the Commissioner sees fit, whether or not it is or woukl be admissible in a court of law;

{d ) at any reasonable time, enter any premises, offier than a dwelling-house, occupied by an
organization on satisfying any security requirements of the organization relating to the premises;

{e ) converse in private with any person in any premises entered under paragraph (4 ) and otherwise
carry out in those premises any inguiries that the Commissioner sees fit; and

{/ ) examine or obtain copies of or extracts from records found in any premises entered under
paragraph (d ) that contain any matter relevant to the investigation
(2) The Commissioner may attemyx to resolve complaints by means of dispute resolution mechanisms such as
mediation and conciliation.
(3) The Commissioner may delegate any of the powers set out in subsection (1) or (2).

(4) The C issioner or the delegate shall return to a person or an organization any record or thing that they
produced under this section within ten days after they make a request to the Commissioner or the delegate, but
nothing prectudes the Commissioner or the delegate from again requiring that the record or thing be produced.

(5) Any person to whom powers set out in subsection (1) are delegated shall be given a certificate of the
delegation and the delegate shall produce the certificale, on request, to the person in charge of any premises 1o be
entered under paragraph (1¥d ).

Commissioner's Report

13. (1) The Commissioner shall, within one year after the day on which a complaint is filed or is initiated by the
Comemissioner, prepare a report that contains

(a ) the Commissioner's findings and recommendations;
(b ) any settlement that was reached by the parties;

(¢ )if appropriate, a request that the organization give the Commissioner, within a specified time,
potice of any action taken or proposed Lo be taken to implement the recommendations contained in the
report of reasons why no such action has been or is proposed to be taken; and

{d ) the recourse, if any, that is available under section 14.
(2) The Commissioner is not required to prepare a report if the Commissioner is satisfied that
(o ) the complainant ought first to exhaust grievance or review procedures otherwise reasonably

available;
(b ) the complaint could more appropriately be dealt with, initially or completely, by means of a
procedure provided for under the laws of Canada, otlier than this or the laws of a province;

{c ) the length of time that has elapsed between the date when the subject-matter of the complaint arose
and the date when the complaint was filed is such that a report would not serve a useful purpose; or

{d ) the complaint is trivial, frivolous or vexatious or is made in bad faith.

If a report is not to be prepared, the Commissioner shall inform the complainant and the organization and give
reasons,

(3) The repoxt shall be sent to the complainant and the organization without delay,

Hearing by Court
14. (1) A complainant may, afier receiving the Commissioner's report, apply to the Court for a hearing in
respect of any matter in respect of which the complaint was made, or that ts referred to in the Commissioner's

report, and that is referred to in clause 4.1.3, 4.2,43.3,44,46,4.7 or 4.8 of Schedule 1, in clause 4.3, 4.5
or 4.9 of that Schedule as modified or clarified by Division 1, in subsection 5(3) or 8(6) or (7) or in section 10.

{2) The application must be made within forty-five days after the report is sent or within any further time that the
Court may, either before or after the expiry of those forty-five days, allow,

(3) For greater certainty, subsections (1) and (2) apply in the same manner to complaints referred to in
subsection 11(2) as to complaints referred to in subsection 11(1).

15. The Commissioner may, in respect of ac laint that the C issioner did not initiate,

1
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Remedies

Summary hearings

Precautions

Page:3
(a }apply to the Court, within the time limited by section 14, for a hearing in respect of any matter
described in that section, if the Commissioner has the consent of the complainant;
(b ) appear before the Court on behalf of any complainant who has applied for a hearing under section
4; or
{c ) with leave of the Court, appear as a party to any hearing applied for under section 14.
16. The Court may, in addition to any other reraedies it may give,
{a ) order an organization to cotrect its practices in order to comply with sections 5 to 10;

(b ) order an organization to publish a notice of any action taken or proposed to be taken to corect its
practices, whether or not ordered to correct them under paragraph (@ ); and

{c ) award damages to the complainant, including damages for any humiliation that the complainant has
suffered.

17. (1) An application made under section 14 or 15 shall be heard and determined without delay and in a
surnmary way uniess the Court considers it inappropriate to do so.

(2) In any proceedings arising from an application made under section 14 or 15, the Court shall 1ake every
reasonable precaution, including, when appropriate, receiving representations ex parte and conducting hearings
in camera, to avoid the disclosure by the Court or any person of any information or other material that the
organization would be authorized to refuse to disclose if it were ted under cl 4.9 of Schedule 1.
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DIVISION 3

18. (1) The Commissioner may, on reasonable notice and at any reasonable time, audit the al information
management practices of an organization if the Commissioner lias reasonable grounds to believe that the
organization is contravening a provision of Division 1 or is not following a recommendation set out in Schedule 1,
and for that purpose may
(a ) summon and enforce the appearance of persons before the Commissioner and compel them 1o give
oral or written evidence on oath and to produce any records and things that the Commissioner considers
necessary for the audit, in the same manner and to the same extent as a superior court of record;
(b )administer oaths;
(¢ ) receive and accept any evidence and other information, whether on oath, by affidavit or otherwise, that
the Commissioner sees fit, whether or not it is or would be admissible in a court of law;
{d ) atany reasonable time, enter any premises, other than a dwelling-house, occupied by the organization
om satisfying any security requirements of the organization relating to the premises;
(e ) converse in private with any person in any premises entered under paragraph (d ) and otherwise carry
out in those premises any inquiries that the Comnmissioner sees fit; and
(f ) examine or obtain copies of or extracts from records found in any premises entered under paragraph
(d ) that contain any matter relevant to the audit.
(2) The Commissioner may delegate any of the powers set out in subsection (1).
(3) The Commissioner or the delegate shall retumn to a person or an organization any record or thing they produced
under this section within ten days after they make a request to the Commissioner or the delegate, but nothing
precludes the Commissioner or the delegate from again requiring that the record or thing be produced.
(4) Any person to whom powers set out in subsection (1) are delegated shall be given a certificate of the delegation
and the delegate shall produce the certificate, on request, to the person in charge of any premises to be entered
under paragraph (1Xd ).
19, (1) After an audit, the Commissioner shall provide the audited organization with a report that coniains the
findings of the audit and any recommendaticns that the Comniissioner considers appropriate.

(2) The report may be included in a report made under section 25.
DIVISION 4
GENERAL

20. (1) Subject to subsections (2) to (5), 13(3) and 19(1), the Commissi or any p acting ou behalf or
under the direction of the Commissioner shall not disclose any information that comes to their knowledge as a result
of the performance or exercise of any of the Commissioner's duties or powers under this Part.

(2) The Commissioner may make public any information relating to the personal information management practices
of an organization if the Commiss{?lmer considers that it is in the public ‘l;xbm'est to do so.

(3) The Commissioner may disclose, or may authorize any person acting on behalf or under the direction of the
Commissioner to disclose, information that in the Commissioner’s opinion is necessary to

(2 ) conduct an investigation or audit under this Part; or
(b ) establish the grounds for findings and recommendations contained in any report under this Part.

(4) The Commissioner may disclose, or may authorize any person acting on behalf or under the direction of the
Commissioner to disclose, information in the course of

(a ) aprosecution for an offence under section 28;

(b }aprosecution for an offence under section 132 of the Criminal Code (perjury) in respect of a
statement made under this Part;

{c ) a hearing before the Court under thiis Part; or
(d ) an appeal from a decision of the Court.

(5) The Commissioner may disclose to the Attomey General of Canada or of a province, as the case may be,
information relating to the commission of an offence against any law of Canada or a province on the part of an
officer or employee of an organization if, in the Commissioner's opinion, there is evidence of an offence,

21. The Commissioner or person acting on behalf or under the direction of the Commissioner is not a competent
witness in t of any matter that comes to their knowledge as a result of the performance or exercise of any of
the Commissioner's duties or powers under this Part in any proceeding other than

(a2 ) a prosecution for an offence under section 28;

(b ) a prosecution for an offence under section 132 of the Criminal Code (perjury) in respect of a
staternent made under this Part;

{¢ )} ahearing before the Court under this Part; or
(d )an appeal from a decision of the Court.

22. (1) No criminal or civil proceedings lic against the Commissioner, or against any person acting on behalf or

under the direction of the Commissioner, for anything done, reperted or said in good faith as a result of the

Barfotmance or exercise or purported performance or exercise of any duty or power of the Commissioner under this
art.

(2) For the purposes of any law relating 1o libel or slander,

(a ) anything said, any information supplied or any record or thing produced in good faith in the course of
an investigation or audit camicd out by or on behalf of the Commissioner under this Part is privileged: and
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(b ) any report made in good faith by the Commissioner under this Part and any fair and accurate account
of the report made in good faith for the purpose of news reporting is privileged.
23. (1) If the Commissioner considers it appropriate to do so, or on the request of an interested person, the

Commissioner may, in order to ensure that personal information is profected in as consistent a manner as possible,

consult with any person who, under provincial legislation that is substantially similar to this Part, bas powers and
duties similar to those of the Commissioner.

(2) The Commissioner may enter into agreements with any person with whom the Commissioner may consuit
under subsection (1)

(a ) to coordinate the activities of their offices and the office of the Commissioner, including to provide for
mechanisms for the handling of any complaint in which they are mutually interested;

(b ) to undertake and publish research refated to the protection of personal information; and
(¢ ) to develap model contracts for the protection of personal information that is collected, used or
disclosed interprovincially or internationally.

24. The Commissioner shall
(a ) develop and conduct information programs to foster public understanding, and recognition of the
purposes, of this Part;

(b ) undertake and publish research that is refated to the protection of personal information, including any
such research that is requested by the Minister of Industry;

{c ) encourage organizations to develop detailed policies and practices, including organizational codes of
practice, to comply with sections 5 to 10; and

(d ) promote, by any that the C issi considers appropriate, the purposes of this Part.

25. (1) The Conmissioner shall, as soon as practicable after the end of each calendar year, submit to Parliament a
report concerning the application of this Part, the extent to which the provinces have enacted legislation that is
substantially similar to this Part and the application of any such legislation.

(2) Before preparing the report, the Commissioner shall consult with those persons in the provinces who, in the
Commissioner's opmion, are i a position to assist the Commissioner in reporting respecting personal information
that is collected, used or disclosed interprovincially or internationally.

26. (1) The Governor in Council may make regulations

(a ) specifying, by name or by class, what is a government institution or part of a governunent institution
for the purposes of any provision of this Part;

(a .01) specifying, by name of by class, what is an investigative body for the purposes of paragraph
T3Xd )Yor (b .2);

(a .1) specifying information or classes of information for the purpose of paragraph 7(1Xd ), (2Xc¢ .1) or
BXh 1) and

(b ) for carrying cut the purpases and provisions of this Part.
(2) The Govemar in Council may, by order,

{(a ) provide that this Part is binding on any agent of Her Majesty in right of Canada to which the Privacy
Act does not apply; and

(b ) if satisfied that legislation of a province that is substantiaily similar to this Part applies to an
organization, a class of organizations, an activity or a class of activities, exempt the organization, activity
or class from the application of this Part in respect of the collection, use or disclosure of personal
information that occurs within that province.

27. (1) Any person who has reasonable grounds to believe that a person has contravened or intends to contravene a
vision of Division 1, may notify the Commissioner of the particulars of the matter aml may request that their
wentity be kept confidential with respect to the notification.

{(2) The Commissioner shall keep confidential the identity of a person who has notified the Commissioner under
subsection (1) and to whom an assurance of confidentiality has been provided by the Commissioner.

27.1 (1) No employer shall dismiss, suspend, demote, discipline, harass or otherwise disadvantage an employee,
or deny an employee a benefit of eniployment, by reason that

(a ) the employee, acting in good faith aml on the basis of reasonable belief, has disclosed to the
Commissioner that thie employer or any other person has contravened or intends to contravene a provision
of Division 1;

(b ) the employee, acting in good faith and on the basis of reasonable belief, has refused or stated an
intention of refusing to do anything that is a contravention of a provision of Division 1;

(¢ ) the employee, acting in gl faith and on the basis of reasonable belief, has done or stated an intention
of doing anything that is required to be done in order that a provision of Division 1 not be contravened; or

(d ) the employer helieves that the employee will do anything referred to in paragraph (a ), (b )or (¢ ).

(2) Nothing in this section impairs any right of an employee either at law or under an employment confract or
collective agreement.

(3) In this section, “employee” inchudes an independent contractor and ““employer” has a corresponding meaning.

28. Every person who knowingly contravenes subzection 8(8) or 27.1(1) or who obstructs e Commissioner or
the Commissioner's delegate in the investigation of a complaint of in comdlucting ap awdit is guilty of

(a ) an offence punishable on summary conviction and liable to a fine not exceeding $10.000; or
(b ) an indictable offence and lisble to a fine not exceeding $100,000.

29. (1) The administration of this Part shall, every five yeats after this Part comes into force, be reviewed by the
commiittee of the House of Commons, or of both Houses of Parliament, that may be designated or extablished by
Parliament for that purpase.

(2) The commitfee shall undertake a review of the provisions and operation of this Part and shall, within a year after
the review is undertaken or within any further period that the House of Commons may authorize, submit a repord to

Pardiament that includes a statement of any changes fo this Pant o its administration that the commifiee
recommends.

DIVISION 5
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TRANSITIONAL PROVISIONS

30. (1) This Pant does not apply to any organization in respect of personal information that it collects, uses or
discloses within a province whose legislature has the power to regulate the collection, use or disclosure of the
information, unless the organization does it in connection with the operation of a federal work, undertaking or
business or the organization discloses the information outside the province for consideration.

{2) Subsection (1) ceases to have effect three years after the day on which this section comes into force.
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laterpreiation

31. (1) The definitions in this subsection apply in this Part.
*“data™ means representations of information or concepts, in any form.

“electronic document™ means data that is recorded or stored on any medium in or by a2 computer system or other
similar device and that can be read or perceived by a person or a computer system or other similar device. It includes a
display, printout or other cutput of that data

“electronic signature” means a signature that consists of one or more letters, characters, numbers or other symbals in
digital form incorporated in, attached to or associated with an electronic document.

““federal law" means an Act of Parliament or an instrument, regardless of its nante, issued, miade or established under
an Act of Parliament or a prerogative of the Crown, other than an insirument issued, made or established under the
Yukon Act, the Northwest Territories Act or the Nunavat Act.

“responsible authority”, in respect of a provision of a federal law, means

(a }if the federal law is an Act of Parliament, the minister responsible for that provision;

(b ) if the federal law is an instrunient issued, made or established under an Act of Parliament or 2
prerogative of the Crown, the person or body who issued, made or established the instrument; or

{c ) despite gwagraph (a Yor (b ). the parson or body designated by the Governor in Council under
subsection (2).

““secure electronic signature” means an electronic signature that resalts from the application of a technology or process
prescribed by regulations made under subsection 48(1).

(2) The Governor in Council may, by order, for the purpases of this Part, designate any person, including any
member of the Queen's Privy Council for Canada, or bady to be the responsible authonty in respect of a provision of a
federal law if the Governor in Council is of the opinion that it is appropriate to do so in the circumistances.

Puspose

32. The purpose of this Part is to provide for the use of electronic altermatives in the manner provided for in this Part
where federal laws contemplate thie use of paper to record or communicate information or transactions.

Tep ic Alt jres

33, A minister of the Crown and any department, brancl, office, board, agency, commission, corporation or body for
the administration of affairs of which a minister of the Crown is accountable to the Parliament of Canada may use
electronic means to create, collect, receive, store, transfer, distribute, publish or otherwise deal with documents or
information whenever a federal law does not specify the manner of daing so.

34, A payment that is required to be made to the Government of Canada may be made in electronic form in any
manner specified by the Receiver General.

35. (1) If a provision of an Act of Parliament establishies a form, the responsible authority in respect of that provision
may make regulations respecting an electronic forn that is substantiaily the same as the form established in the
provision, and the electronic form may be used for the same purposes as the forne established in the provision.

(2) If a non-electronic of filing a doc ¢ is set out in a provision of an Act of Parliament, the responsible
authority in respect of that provision may make regulations respecting the filing of an elecironic version of the
document, and an electronic vexsion of the document filed in accordance with those regulations is to be consid
document filed in accordance with the provision.

das a

(3} If a non-electronic manner of submitting information is set out in a provision of an Act of Parliament, the
responsible authority in respect of that provision may make regulations respecting the manner of submitting the
information using electronic means, and information submitted in accordance with those regulations is to be considered
as information submitted in accordance with the pravision,

(4) The authority under a federal law to issue, prescribe or in any ofher manner establish a form, or to establish the
manner of filing a document or submitting information, includes the authority to issue, prescribe or establish an
electronic form, or to establigh an electronic manner of filing the document o submitting information, as the case may
be.

(5) In this section, ~filing" includes all manner of submitting, regardless of how it is designated.

36. A provision of a federal law that provides that a certificate or ofher document signed by a minister or public officer
is proof of any matter or thing, or is admissible in evidence, is, subject to the federal law, satisfied by an electronic
version of the certificate or other docunient if the electronic version is signed by the minister or public officer with that
person's electronic sigl

37. A requirement under a provision of a federal law 1o retain a docunient for a specified period is satisfied, with
respect to an electronic docuntent, by the retention of the electronic docunient if

(a } the electronic document is retained for the specified period in the format in which it was made, sent or
received, of in a format that does ned change the mforstation contained in the electronic document that was
originally macle, sent or received;

(b ) the information in the electronic document will be readable or perceivable by any person who is entitled to
frave access 1o the electronic document of who is authorized to require the production of the electronic
docunent; and
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(c ) if the electronic document was sent or received, any information that identifies the origin and destination
of the electronic dacument and the date and tinie when it was sent or received is also retained.

38. Areference in a provision of a federal law to a document recognized as a notarial act in the province of Quebec is
deemed to include an electronic version of the docunient if

(a ) the electronic version of the document is recognized as a notarial act under the laws of the province of
s and

(b ) the federal law or the provision js listed in Schedule 2 or 3.

39. A requirement under a provision of a federal law for a person's seal is satisfied by a secure electronic signature
that identifies the secure electronic signature as the person’s seal if the federal law or the provision is listed in Schedule
2or3.

40. A provision of a federal law requiring a person to provide another iperson with a document or information, other
than a provision referred to in any of sections 41 to 47, is satisfied by the provision of the document or information in
electronic form if

{a } the federal law or the provision is listed in Schedule 2 or 3;
(b ) both persons have agreed to the document or information being provided in electronic form; and

{c ) the document or information in electronic form will be under the control of the person to whom it is
provided and will be readable or perceivable so as 1o be usable for subsequent reference.

41. A requirement under a provision of a federal law for a document o be in writing is satisfied by an electronic
document if

(a ) the federal law or the provision is listed in Schedule 2 or 3; and
(b ) the regulations respecting the application of this section 1o the provision have been complied with,

42. A requirement under a provision of a federal law for a document to be in its original fonm is satisfied by an
electronic document if

(a ) the federal law or the provision is listed in Schedule 2 or 3;

(b ) the electronic document conlains a secure elecironic signature that was added when the electronic
document was first generated in its final fornt and that can be used 1o verify that the electronic document has
not been changed since that time; and

{c ) the regulations respecting the application of this section to the provision have been complied with,

43, Subject to sections 44 ta 46, a requirement under a provision of a federal law for a signature is satisfied by an
electronic signature if

(e ) the federal law or the provision is listed in Schedule 2 or 3; and
(& ) the regulations respecting the application of this section to the provision have been complied with.

44, A statement required to be made under oath or solenin affirmation under a provision of a federal law may be made
in electronic form if

(@ } the person who makes the statement signs it with that person's secure electronic signature;

(b ) the person before whom the statement was made, and who is authorized to take statements under oath or
solemn affirmation, signs it with that person’s secure electronic signature;

{c ) the federal law or the provision is listed in Schedule 2 or 3; and
(d ) the regulations respecting the application of this section to the provision have been complied with.

45. A statement required to be made under a provision of a federal law declaring or certifying that any information
given by a person making the statement is true, accurate or complete may be made in electronic form if

(a ) the person signs it with that person's secure electronic signature;
(b ) the federal law or the provision is listed in-Schedule 2 or 3; and
(c ) the regulations respecting the application of this section to the provision have been complied with.

46. A requirement under a provision of a federal law for a signature to be witbessed is satisfied with respect to an
electronic document if

(a ) each signatory and each wimess signs the electronic document with their secure electronic signature;
(b ) the federal law or the provision is listed in Schiedule 2 or 3; and
(c } the regulations respecting the application of this section 10 the provision have been complied with.

47. A requirement under a provision of a federal law for one or more copies of a document to be submitted is satisfied
by the submission of an electronic document if

{a ) the federal faw or the provision is listed in Schiedule 2 or 3; and
(b ) the regulations respecting the application of this section to the provision have been complied with.
Regulutions and fers

48. (1) Subject 1o subsection (2}, the Governor in Council may, on the recommendation of the Treasury Board, make
regulations prescribing technologies of processes for the purpose of the definition *secure elecironic signature” in
subsection 31(1}.

(2) The Governor in Council may prescribe a technology or process only if the Governor in Council is satisfied that it
can be proved that

(2 } the electronic signature resulting from the use by a person of the technology or process is unique to the
persom;

(b ) the use of the teclmology or pracess by a person 1o incorporate, attach or associate the person's electronic
signature to an electronic document is under the sole control of the person;

(¢ ) the technology or process can be used (o identify the person using the technology or process; and

(d ) the electronic signasure can be linked with an electronic docunient in such a way that it can be used to
deterniine whether the electronic document has been changed since the electronic signature was incorporated
in, attached to or associated with the electronic document.
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(3} An amendment to or repeal of any provision of a regulation made under subsection (1) that has the effect of
removing a prescribed technology or process from the regulation does not, by itself, affect the validity of any electronic
signature resulting from the use of that technology or process while it was prescribed.

49. For the purposes of sections 38 to 47, the responsible authority in respect of a provision of a federal law may, by
order, amend Schedule 2 or 3 by adding or striking out a reference to that federal law or provision.

50. (1) For the purposes of sections 41 to 47, the responsible authority in respect of a provision of a federal law may
make regulations respecting the application of those sections to the provision.

(2) Without restricting the generality of subsection (1), the regulations that may be made may include rules respecting
any of the following:

{a ) the technology or process that must be used to make or send an electranic document;
(b ) the format of an electronic document;
(c ) the place where an electronic document is to be made or sent;

(d ) the time and circumstances when an electronic document is to be considered to be sent or received and the
place where it is considered to have been sent or yeceived;

(e ) the technology or process to be used to make or verify an electronic signatere and the manner in which it
is to be used; and
(f ) any matter necessary for the purposes of the application of sections 41 to 47.

(3) Without restricting the generality of subsection (1), if a pravision referred to in any of sections 41 to 47 requires a
person to provide anotlier person with a document or information, the rules set out in the regulations respecting the
application of that section to the provision may be that

(a ) both persons have agreed to the document or information being provided in electronic form; and

(b }the docurient or information in electronic form will be under the control of dnc persm to whom it is
provided and will be readable or perceivable 50 as to be usable for subseq!

(4) Regulations may incorporate by reference the standards or specifications of any government, person or
organization, either ax they read at a fixed time or as they are amended from time to time.

51. The striking out of a reference t a federal law or provision in Schedule 2 or 3 does not affect the validity of
anything done in compliance with any regulation made under section 50 that relates to that federal law or provision
while it was fisted in that Schedule.




SCHEDULE 1
{Section §)

4.1 Principle 1 « Accountability

An organization is responsible for personal information under its control and shall designate an individual or individuals who are accountable for the
organization's compliance with the following principles.

4.1.1

Accountability for the organization's compliance with the principles rests with the designated individual(s), even though other individuals within the
organization may be responsible for the day-to-day collection and processing of personal information. In addition, other individuals within the organization
may be delegated to act on behalf of the designated individual(s).

4.1.2

The identity of the individual(s) designated by the organization 1o oversee the organization's compliance with the principles shali be made known upon
request.

4.1.3
An organization is responsible for personal information in its possession or custady, including information that has been transferred to a third party for
g::ze;‘mmg The organization shall use contractual or other means to provide a comparable level of protection while the information is being processed by a
4.1.4
Organizations shall implement policies and practices 1o give effect to the principles, including
(a ) implementing procedures to protect personal information;
{b ) establishing procedures to receive and respond to complaints and inquiries;
(¢ ) training staff and communicating to staff information about the organizaticn's policies and practices; and
{d ) developing information to explain the organization's policies and procedures.
4.2 Principle 2 - Identifying Purposes
The purposes for which personal information is collected shall be identified by the organization at or before the time the information is collected.
4.2.1

The organization shall document the purposes for which personal information is collected in order to comply with the Openness principle {Clause 4.8) and
the Individual Access principle (Clause 4.9).

4.2.2

Identifying the for which personal information is collected at or before the time of collection allows organizations to detenmine the information

they need to collect to fulfil these purposes. The Limiting Collection principle (Clause 4.4) requires an organization to collect only that information
necessary for the purposes that have been identified.

4.2.3
The identified purposes should be specified at or before the time of collection to the individual from whom the personal information is collected. Depending

upon the way in which the information is collected, this can be done orally or in writing. An application form, for example, may give notice of the
purposes. .

4.2.4

When personal information that has been collected is to be used for a purpose not previcusly identified, the new purpose shall be identified prior to use.
Unless the new purpose is required by law, the consent of the individual is required before information can be used for that purpase. For an elaboration on
consent, please refer to the Consent prirciple (Clause 4.3).

4.2.5

Persons collecting personal information should be able to explain to individuals the purpases for which the information is being collected.
4.2.6

This principle is linked closely to>

Transfer interrupted!

Clause 4.4) and the Limiting Use, Disclosure, and Retention principle (Clause 4.5).
4.3 Princlple 3 - Consent
The knowledge and consent of the individual are required for the collection, use, or disclosure of personal information, except where inappropriate.

Note: In certain circumstances personal information can be colfocted, used, or disclosed without the knowledge and consent of the individual, For example,
legal, medical, or security may make it impossible or impractical to seek consent. When information is being collected for the detection and
prevention of fraud or for law enforcement, seeking the consent of the individual might defeat the purpose of collecting the information. Seeking consent
may be impossible or inappropriaie when the individual ix a minor, seriously ill, or mentally incapacitated. In addition, organizations that do nof have a
direct relationship with the individual may not always be able 10 seek consent. For example, secking consent may be impractical for a charity or a
direct-marketing firm that wishes to acquire a mailing list from another organization. In such cases, the organization providing the list woukl be expected to
obtain consent before disclosing personal information.

4.3.1

Consent is required for the collection of personal information and the subsequent use or disclosure of this information. Typically, an organization will seek
consent for the use or disclosure of the information a1 the time of collection. In certain circumstances, consent with respect to use or disclosure may be
sought after the information has been collected but before use (for exaniple, when an organization wants to use information for a purpose not previously
ideptified). :

4.3.2
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The principle requires “knowledge and consent”. Organizations shall make a reasonable effort to ensure that the individual is advised of the purposes for
which the information will be used. To make the consent meaningful, the purposes miust be stated in such a manner that the individual can reasonably
understand how the information will be used or disclosed.

4.3.3

An organization &dll not, as-a condition of the supply of a product or sérvice, require an individual (0 consent to the collection, use, or disclosure of
information beyond that required to fulfil the explicitly specified, and legitimate purposes.

4.3.4 '

The form of the sonsent sought'by the organization may vary, depending upioh the circumstances and the type of information. In determining the form of
consent to use, organfzations shall take into account the sensitivity of the information. Although sone infomuation (for example, medical records and
income records) is almost always considered to be sensitive, any information can be sensitive, depending on tlie context. For example, the names and
addresses of subscribers to a newsmagazine would generally not be considered sensitive information. However, the names and adf‘l:-esscs of subscribers to
some special-interest magazines might be considered sensitive. i

4.3.5

In oblaining , the nable expectations of the individual are also relevant. For example, an individual buying a subscription to a magazine should
reasonably expect that the organization, in addition to using the individual's name and address for mailing and billing purposes, would also contact the
person to solicit the renewal of the subscription. In this case, the organization can assume that the individual's request constitutes consent for specific

. On the other hand, an individual would not reasonably expect that personal information given fo a healih-care professional would be giventoa
company seiling health-care products, unless consent were obtained. Consent shall not be obtained through deception.

4.3.6 "

The way in which an organization seeks consent may vary, depending on the circumstances and the type of information collected. An organization should
generally seck express consent when the information is likely to be considered sensitive. Implicd consent would generally be appropriate when the
mnformation is less sensitive, Consent can also be given by an authorized representative (wuch as a legal guardian or a person having power of attorney).

4.3.7
Individuals can give consent in many ways. For example:

(a ) an application form may be used to seek consent, collect information, and inform the individual of the use that will be made of the
information. By completing and signing the form, the individual is giving consent to the collection and the specified uses;

(b ) acheckoff box may be used to allow individuals to request that their names and addresses not be given to otlier organizations. Individuals
who do not check the box &e assumed to consent to the transfer of this information to third parties;

{c )consent may be given orally when information is collected over the telephione; or
(d )consent may be given at the time that individuals use a product or service.

4.3.8

An individual may withdraw consent al any time, subject to legal or contractual restrictions and reasonable notice. The organization shall inform the
individual of the implications of such withdrawal.

4.4 Principle 4 - Limiting Collection

The collection of personal information shall be limited to that which is necessary for the purpaoses identified by the organization. Information shall be
collected by fair and lawful means. .

4.4.1

Organizations shall not collect personal information indiscriminately. Both the amount and the type of information collected shall be limited to that which is
necessary to fulfil the purposes identified. Organizations shall specify the type of information collected as part of their information-handling policies and
practices, in accordance with the Openness principle (Clause 4.8).

4.4.2

The irement that al information be collected by fair and lawful means is intended to prevent organizations from collecting information by
mis!eaaing or deceiving individuals about the purpose for which information is being coliected. This requirement implies that consent with respect to
collection must not be obtained through deception.

4.4.3
This principle is linked closely to the Identifying Purposes principle (Clause 4.2} and the Consent principle (Clause 4.3).
4.5 Principle 5 - Limiting Use, Disclosure, and Retention

Personal information shall not be used or disclosed for purposes other than those for which it was collected, except with the consent of the individual or as
required by law. Personal information shall be retained only as long as necessary for the fulfilment of those purposes.

4.5.1
Organizations using personal information for a new purpose shall document this purpase (see Clause 4.2.1).
4.5.2

Organizations should de'vclop guidelines and implement procedures with respect to the retention of personal information. These guidelines should include
minimum and maximum retention periods. Personal information that has been used fo make a decision about an individual shall be retained long enough to
allow the individual access to the information after the decision has been made. An orgonization may be subject fo legislarive requirements with respect to
retention periods.

4.5.3

Personal information that is no longer required to fulfil the identified purpases should be destroyed, erased, or made anonynous. Organizations shall
develop guidelines and implement procedures to govern the destruction of personal infornration.

4.5.4

This principle is closely linked to the Consent principle (Clause 4.3), the Identifying Purposes principle (Clause 4.2), and the Individual Access principle
(Clause 4.9). - -

4.6 Principle 6 - Accuracy

Personal information shall be as accurate, complete, and up-to-date as is necessary for the parposes for which it is to be used.
4.6.1 e

The extent to which personal information shall be accurate, complete, and up-to-date will depend upon the use of the infoemation, taking info aceount the
interests of the individual. Information shall be sufficiently accurate, cotplete, and up-to-date to minimize the possibility that inappropriate nformation
may be used to make a decision about the individual.

4.6.2

An organization shall not routinely update personal information, unless such a process is necessary fo ulfil the purpases for which the information was
collected.
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4.6.3

Personal information that is used on an ongoing basis, including information that is disclosed to third parties, should generally be accurate and up-to-date,
unless limits to the requirement for accuracy are clearly set out.

4.7 Principle 7 - Safeguards
Personal information shall be protected by security safeguards appropriate to the sensitivity of the information.
4.7.1

The security safeguards shall protect personal information against loss or theft, as well as unauthorized access, disclosure, copying, use, ,or-,mgtl;ﬁpanm y
Organizations shall protect personal information regardless of the format in which it is held. W i g P

4.7.2

The nature of the safeguards will vary depending on the sensitivity of the information that has been collecied, the amount, distribution, ang format of the
information, acnd the method of storage. More sensitive information should be. egﬁmled by a higher level tsf protection. The concept of sensilivity is
discussed in Clause 4.3.4.

4.7.3 .;--7»1’!)- ‘ ",z'.lf . :"
‘The methods of protection should include

{a ) physical measures, for example, locked filing cabinets and restricted access to offices;

(b ) organizational measures, for example, security clearances and limiting access on a “need-to-know” basis;and
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(¢ ) technological measwres, for example, the use of passwords and encryption.
4.7.4 ) o
Organizations shall make their employees aware of the importance of maintaining the confidentiality of personal information.
4.7.5

£
Cas.re shall be used in the disposal or destruction of personal information, to prevent unautlmnzcal parties from gaining access to the mfmnauon (see Clause
4.5.3}).

4.8 Principle 8 - Openness
An organization shall make readily available to individuals specific information about its policies and practices relating to the management of personal
information.
4.8.1
Organizations shall be open about their policies and practices with respect to the management of personal information. Individuals shall be able to acquire

information about an organization’s policies and practices without unreasonable effort. This information shall be made available in a form that is generally
understandable. .

4.8.2
The information made available shall include

(a ) the name or title, and the address, of the person who is accountable for the organization's policies amd practices and to whom complaints or
inquiries can be forwarded;

(b ) the means of gaining access to personal information held by the organization;
{c ) adescription of the type of personal information held by the organization, including a general account of its use;
{d )a copy of any brochures or other information that explain the organization's policies, standards, or codes; and
(e } what personal information is made available to related organizations (e.g., subsidiaries).
4.8.3
An organization may make information on its policies and practices available in a variety of ways. The method chosen depends on the nature of its business

and other considerations. For example, an organization may choose to make brochures available in its place of business, mail information to its customers,
provide online access, or establish a toll-free telephone number.

4.9 Principle 9 - Individual Access

Upon request, an individual shall be informed of the exisience, use, and disclosure of his or her personal information and shall be given access to that
information. An individual shall be able to challenge the accuracy and completeness of the information and have it amended as appropriate.

Note: In certain situations, an organization may not be able to provide access to all the personal information it holds about an individual. Exceptions to the
access requirement should be limited and specific. The reasons for denying access should be provided to the individual upon request. Exceptions may
include information that is prohibitively costly to provide, information that contains references to other individuals, information that cannot be disclosed for
legal, security, or commercial proprietary reasons, and information that is subject to solicitor-client or litigation privilege.

4.9.1

Upon request, an organization shall inform an individual whether or not the organization holds personal information about the individual. Organizations are
encouraged to indicate the source of this information. The organization shall allow the individual access to this information. However, the organization may
choose to make sensitive medical information available flirough a medical practitioner. In addition, the organization shall provide an account of the use that
has been made or is being made of this information and an account of the third parties to which it has been disclosed.

4.9.2

An individual may be required to provide sufficient information to permit an organization to provide an account of the existence, use, and disclosure of
personal information. The information provided shall only be used for this purpase.

4.9.3

In providing an account of third parties to which it has disclosed personal information about an individual, an organization should attempt to be as specific

ible. When it is not passible to provide a list of the organizations to which it has actually disclosed information about an individual, the organization
shall provide a list of organizations to which it may have disclosed information about the indivichal.

4.94
An organization shall respond to an individual's request within a reasonable fime and at niinimal or no cost to fhe individual. The requested information

shall be provided or made available in a form that is generally understandable. For example, if the organization uses abbreviations or codes torecord ~ e ™
information, an explanation shall be provided.

4.9.5
When an individual successfully demonstrates the inaccuracy or incompleteness of personal information, the organization shall amend the information as

required. Depending upon the nature of the information challenged, amendment involves the carrection, deletion, or addition of information. Where )
appropriate, the amended information shall be transmitied to third parties having access fo the information in question. - PRI

4.9.6 e NN

L TS 21y




is : e safisfaction of the individual, the Substance of me umewlved chal!enge Qla.ll be recorded by the organization. When
ence of / We;olsred cha‘ﬂarge shall be tranunitted to third parties having access to the informatiots in question.

ékg s shutll infort Widivityats oh take mqumes or Iodge complai 'ts. oﬁhw v-wncoof rek:mcomplamt ;xmedures A range of these
yrweé‘ures mty exist. For cxampus. some regulatory bodies accept complaints about the pétsonal-inforfation handling practices of the companies they

oo

Paga:a




