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Changing Security Requirements and Cargo Security
Rui M. Fernandes

Fernandes Hearn LLP
Toronto Ontario

1.0 Two Inter-dependant Economies

"Latest figures compiled from Statistics Canada, Department of
Foreign Affairs and International Trade and Industry Canada present a
clear picture of interdependent Canadian-U.S. economies. Canada is
the world’s sixth largest exporter of goods with a 4 per cent share of
the world’s exports, and the sixth largest importer. Canada and the
United States share the largest and most comprehensive trading
relationship in the world. Approximately $2 billion in goods and
services cross the border each day. The two countries are each other’s
largest customers and biggest suppliers. 86 per cent of Canadian
goods exports go to the United States, while 23 per cent of the goods
imported by the United States come from Canada.

In the year 2000 Canadians bought more U.S. goods than Mexico and
Japan combined.  In fact, Canada is a larger market for U.S. goods
than all of the countries of the European Union combined and a larger
market than all of Latin America.  Canada is the primary trading
partner of 38 States – for example, Ohio’s trade with Canada exceeds
the total trade between the U.S. and China and the state of Georgia
sells more to Canada than the whole of the U.S. sells to either Italy or
France." 1

                                             
1 Defence of North America: A Canadian Responsibility: Report of the Standing Committee on National Security
and Defence, September 2002, page 27, Appendix A.
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2.0 Customs Container Security Initiative

Important Statistics

2001
Global Movement of Containers Between Ports 200,000,000

Percentage of World Cargo Moving by Container 90%

Vessels Processed by U.S. Customs 214,000

Sea Containers Processed by U.S. Customs 5,700,000

No. of U.S. Ports of Entry 301

Value of Imported Goods Through 301 U.S. ports
of entry

$1.2 trillion

# of U.S. Seaports 102

Percentage of U.S. Trade by Value by ship 50%

The Customs Container Security Initiative is a proactive stance by U.S. Customs in
screening sea containers before they reach the United States in an effort to secure
the borders against dangers that might be introduced through commercial traffic.

The Customs Container Security Initiative consists of four core elements:
a) establishing criteria to identify high-risk containers;
b) pre-screening those high risk containers before they arrive at U.S. ports;
c) using technology to quickly pre-screen high risk containers; and
d) developing and using smart and secure containers.

The fundamental objective of the CSI is to first engage the ports that send the
highest volumes of container traffic into the United States.
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Top 20 Foreign Ports - Container Traffic to U.S.A.

Port # Containers for U.S. CSI Agreement

1. Hong Kong 560,000 September 23, 2002

2. Shanghai, China 330,000 October 25, 2002

3. Singapore 330,000 June 4th, 2002

4. Kaohsiung, China 318,000 October 25, 2002

5. Rotterdam, Netherlands 291,000 June 25th, 2002

6. Pusan, South Korea 284,000

7. Bremerhaven, Germany 257,000 August 1, 2002

8. Tokyo, Japan 159,000 September 26, 2002

9. Genoa, Italy 119,000

10. Yantian, China 114,000 October 25, 2002

11. Antwerp, Belgium 115,000 June 26th, 2002

12. Nagoya, Japan 108,300 September 26, 2002

13. Le Havre, France 108,300 June 28th, 2002

14. Hamburg, Germany 103,000 August 1, 2002

15. La Spezia, Italy 96,700 November 7, 2002

16. Felixstowe, U.K. 96,700

17. Algerciras, Spain 91,000

18. Kobe, Japan 91,000 September 26, 2002

19. Yokohama, Japan 85,300 September 26, 2002

20. Laem Chabang, Thailand 79,500

Halifax, Montreal, Vancouver 500,000 April 3, 2002

On April 3, 2002 the Canadian Customs and Revenue Agency agreed to the
exchange of inspectors at seaports to pre-screen containerized cargo.

Many ports have agreed to the placement of a small team of U.S. Customs
inspectors to pre-screen and target high risk-containers bound for the U.S.
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The bulk of inspections is done by screening of container manifests while only a
small percentage (2-10%) of containers are physically inspected. On October 31st,
2001 the U.S. Customs Service issued its final regulations governing the
manifesting of shipments prior to loading at the foreign port.2 The rules essentially
require carriers and NVOCC's to provide Customs with container manifests (which
provide information on the shipper, consignee and contents of the container)
twenty four hours prior to the loading of the container on board the vessel. The
goal is to have these manifests sent electronically to customs for review while the
vessel is at sea. Notice of the proposed rules was given on August 8th, 2002 and
comments were invited. See Appendix B for the comments provided by the
Canadian International Freight Forwarders Association to U.S. Customs. The rules
took effect on December 2nd, 2002.

For containers that are targeted for inspection either as a result of manifest reviews
or random checks new technologies are being implemented to facilitate the
procedure. Vancouver has already made a large investment in the necessary
technology. It is the first Canadian port to introduce gamma ray technology to
inspect containers. Commissioned in January at a cost of $2.5 million, this is an
investment which may prove necessary for all major container ports.

The VACIS II system (Vehicle and Cargo Inspection System)3 is a truck-mounted
gamma ray generator unit with a receiver mounted on a hydraulic arm. The arms
straddle a container, which can be driven through on a trailer, or the VACIS can
roll past a stationary container. The equipment uses a low-level radiation source to
penetrate the vehicles and their cargo. Canada Customs inspection officers will
operate the equipment at three container terminals, Deltaport, Centerm and
Vanterm.

                                             
2 Presentation of Vessel Cargo Declaration to Customs before Cargo is Laden Aboard Vessel at Foreign Port for
Transport to the United States, Customs Service, Department of Treasury 19 C.F.R. Parts 4, 113, and 178 T.D. 02-
62; RIN 1515-AD11, 67 Fed. Reg. 66318.  See TAB C.
3 See VACIS- A Safe, Reliable and Cost Effective Cargo Inspection Technology, Port Technology International,
http://www.portechngology.org/vacis.pdf - See TAB D.
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It is expected that the mobile gamma ray technology will increase the number of
containers that can be thoroughly inspected. It permits operators to view
radiographic images of the containerized goods on a computer to quickly identify
hidden compartments to determine if commercial cargo is consistent with the
declared manifest.

Data can then be saved, transmitted and shared with other agencies responsible for
cargo verification. Once scanned, the containers are sealed and tracked to their
final destination.

The next step will be to develop secure and "smart" containers.
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3.0 Hazardous Materials Transportation Security

The U.S. Department of Transportation (DOT) is responsible for ensuring the
safety of the public from the inherent risk associated with transporting hazardous
materials. The Research and Special Programs Administration (RSPA) co-
ordinates the Department's multi-modal hazardous materials transportation safety
program.

The RSPA issues the Hazardous Materials Regulations (HMR), 49 CFR Parts 171-
180, governing the packaging and safe transportation of hazardous materials by air,
highway, rail, and water. RSPA promotes regulations, outreach and compliance,
deals with alternative to regulations and preparedness and response.

There are over 800,000 shipments daily, and 2 billion tons of hazardous materials
transported annually in the United States.

• 50,000+ Gasoline Cargo Tanks in Service
• 35,000+ Propane Trucks in Service
• 200,000+ Railroad Tank Cars in Service
• 770,000 (96%) Shipments Move by Truck
• 69% of All Tonnage Moved by Highway
• 24% of All Tonnage Moved by Water
• 7% of All Tonnage Moved by Rail

In the wrong hands, hazardous materials pose a threat. The areas of vulnerability
include: Ports, En route land and sea transportation, terminals, warehouses, and
distribution centers.

As a result of the terrorist attacks of September 11, 2001, and subsequent threats
related to biological and other hazardous materials, the RSPA undertook a broad
review of government and industry hazardous materials transportation safety and
security programs. As part of this review, RSPA established the Hazardous
Materials Direct Action Group (Hazmat DAG). The Hazmat DAG met with
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representatives of the hazardous materials industry, emergency response
community, and state governments to discuss transportation security issues in the
wake of the September 11 attacks and continuing terrorist threats. In addition,
RSPA created a DOT Intermodal Hazardous Materials Transportation Security
Task Force, which considered attack or sabotage vulnerabilities, existing security
measures, and potential ways to reduce vulnerabilities. The Task Force included
representatives from the Federal Motor Carrier Safety Administration, Federal
Railroad Administration, Federal Aviation Administration, U.S. Coast Guard
(USCG), and Office of the Secretary.

    Based in part on discussions in the Hazmat DAG and on the results  of the Task
Force review, on February 14, 2002, RSPA published an advisory notice to inform
shippers and carriers of voluntary measures to enhance the security of hazardous
materials shipments during transportation (67 FR 6963). These measures included:

Personnel Security
• Ensure detailed background checks have been performed
• Verify U.S. citizenship/immigration status
• Conduct personal Interviews
• Report any suspicious activity to the FBI

Hazardous Materials and Package Controls
• Facility grounds lighted
• HM secured in buildings of fenced enclosure
• Controlled access to HM storage
• Check locks and other protective measures
• Record removal of HM from facility
• Ensure adequate alarms and other security systems
• Driver awareness
• Guards or security personnel as required
• Develop control procedures for HM packages
• Conduct security spot checks
• Do not accept suspicious shipments
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• Be conscious of your consignors and consignees
• Be familiar with vendors (suppliers, contractors, housekeeping etc.) that service
your facility

En Route Security
• Avoid high population centers to the extent possible
• Use alternate routes where practical to avoid high population areas
• Deliver HM expeditiously
• Instruct drivers to lock vehicles when parked
• Avoid tunnel and bridges where possible
• Review parking and attendance rules in 49 CFR Part 397
• Consider a guard if appropriate

Technical Innovations
• Consider the use of cell phones, GPS and other technical innovations
• Utilize state of the art locks and seals
• Utilize tamper-proof locking devices for 5th wheel
• Utilize blanket type alarm systems
• Utilize electronic engine controls with security system

Management Prerogatives
• Consider finger printing and photographing
• Protect against personal identity theft
• Perform criminal background checks
• Implement security training

Communications
• Develop communication network with others in the industry
• Develop a means of contacting key personnel in cases of emergency
• Insure widest distribution of security related information to employees
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On May 2nd, 2002 RSPA published a notice of proposed rulemaking for security
requirements for shippers and transporters of hazardous materials.4 The RSPA is
proposing new requirements to enhance the security of hazardous materials
transported in commerce. Proposals include a requirement for motor carriers
registered with the agency to maintain a copy of their current registration
certificate on each motor vehicle. The RSPA further propose to require shipping
papers to include the name and address of the consignor and consignee and the
shipper's DOT Hazmat Registration number, if applicable. In addition, the RSPA
propose to require shippers and carriers of certain highly hazardous materials to
develop and implement security plans. The RSPA also propose to require
hazardous materials shippers and carriers to assure that their employee training
includes a security component.

In Canada the Transportation of Dangerous Goods Act, 1992 regulates the
identification and classification of dangerous goods, the handling of dangerous
goods, the training required for every person handling dangerous goods and the
remedies and penalties for violation.

In Canada there has not been an overall agency that has taken on the role of
providing advise as has the RSPA. Transport Canada has recognized the need for
improved security but as yet has not developed an initiative similar to the RSPA.5

Individual government authorities have however taken steps to upgrade security in
certain areas. Following September 11, 2001 the Canadian Nuclear Safety
Commission took steps to require licensees to initiate enhanced security measures
at their sites. These measures included:

• providing a capability for immediate armed response on site.
• enhanced security screening of employees and contractors
• protection against forced vehicle penetration of the Protected Area

                                             
4 Hazardous Materials: Security Requirements for Offerors and Transporters of Hazardous Materials, Federal
Register: May 2, 2002 (RSPA-02-12064 (HM-232] RIN 2137-AD66, 49 CFR Parts 107, 171, 172, and 177.
5 Terrorism in Transportation: Implications for Dangerous Goods Emergency Response Planning, Transport
Canada Dangerous Goods Newsletter, Summer 2002, Vol. 22 #1.
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• improved physical identification checks of personnel
• searching of personnel and vehicles.

CNSC continue to assess the measures taken by conducting site audits and
evaluations to ensure appropriate security measures are in place.






















































































































































